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Abstract—In this paper we present an extended and optimized
version of a smart Direct Memory Access (sDMA) controller sup-
porting different on-the-fly protocol stack acceleration concepts
for Long Term Evolution (LTE) mobile terminals. In addition to
the downlink processing, we analyse different on-the-fly hardware
acceleration modes for the uplink protocol stack processing
in layer 2 (L2). Moreover, the system performance is further
improved by adopting parallelization methods. The efficiency
of on-the-fly hardware acceleration is proved by comparing the
transport block processing times to those achieved with a con-
ventional hardware accelerator. Therefore, a cycle approximate
virtual prototype of a state-of-the-art mobile phone platform
based on an ARM1176 processor is simulated at LTE-Advanced
data rates of up to 1 Gbit/s. In uplink direction, we are able to
reduce the complexity in the sDMA controller and simultaneously
improve the processing performance in the mobile platform.
This is realized by intelligent hardware/software partitioning
and an optimized descriptor format. Furthermore, a significant
optimization (up to 13 %) of the system performance in a mobile
device is achieved by adopting parallelized on-the-fly hardware
acceleration modes. We show how the sDMA controller clearly
outperforms the traditional approach by reaching speedups of
up to 35 % and 66 % for the transport block processing times
in uplink and downlink directions, respectively.

I. INTRODUCTION

In 3GPP’s Long Term Evolution (LTE) and in the next
upcoming mobile communication standard LTE-Advanced, the
peak data rates are increased up to 100 Mbit/s and even
1 Gbit/s, respectively. This general trend in wireless tech-
nologies is mainly driven by new services and features like
video streaming or online gaming. Simultaneously growing
algorithm complexity and decreasing latencies are challenging
factors for mobile devices where computational resources and
battery lifetime are strictly limited. Even though a lot of
work has already been done regarding the physical layer [1],
intensive investigations of higher protocol stack layers like the
layer 2 (L2) are still required to support these high transfer
rates in mobile terminals.

With efficient hardware/software partitioning concepts, that
adopt dedicated hardware accelerators for the time critical
tasks, the processing performance and the power consumption
of an embedded system can be improved [2], [3]. Therefore,
we presented already a promising approach for the LTE
downlink protocol stack processing in [4]. It is based on
a smart Direct Memory Access (sDMA) controller which
significantly outperforms conventional hardware accelerators
by applying on-the-fly hardware acceleration for the header

decoding and decryption. In this work, however, we investigate
different on-the-fly hardware acceleration concepts for the
uplink protocol stack processing. Moreover, by simulating
LTE-Advanced transmission conditions of up to 1 Gbit/s, we
show how the system performance of mobile terminals can be
further increased with parallelization of the sDMA operations.
A virtual prototyping approach is used for simulation and
measurements of a mobile phone platform [5]–[8]. With its
high simulation speeds and still satisfactory accuracy, it offers
the necessary amount of abstraction for performance analyses
on system level.

This paper is organized as follows: In section II the model
of the mobile phone platform and the software stack are
described. A detailed insight into the sDMA controller and
the parallelization techniques is given in section III. The
comparison of different hardware acceleration concepts for
the protocol stack processing is presented in section IV. In
section V the simulation setup and the results are presented
leading to the conclusion in section VI.

II. SYSTEM ARCHITECTURE

The integration and evaluation of different hardware ac-
celeration concepts for the LTE protocol stack is carried out
in this work with a virtual prototype of a mobile phone. Its
system architecture is depicted in Fig. 1 and consists of a cycle
approximate model of a hardware platform which is simulated
together with the executed software stack in the CoMET
virtual prototyping environment provided by Synopsys [9].

A. Hardware Platform

The core of the hardware platform is an ARM1176 em-
bedded processor [10] representing a common choice for
state-of-the-art mobile devices [11]. It provides 64-bit and
32-bit AMBA AXI bus interfaces [12] connecting to the
instruction and data buses and a peripheral bus, respectively.
Different memory types are utilized in the hardware platform,
a small on-chip memory with fast access times and a large
off-chip memory with higher latencies [13]. Because of the
high amount of data which needs to be transferred in LTE
between the memory and the physical interface, the protocol
stack is executed from the off-chip memory. In order to enable
a realistic simulation of LTE transmissions for uplink (UL)
and downlink (DL) directions in the closed virtual prototyping



Fig. 1. System architecture of the ARM1176 based virtual prototype of a
mobile phone showing the hardware platform and the software stack

environment, the physical layer and base station functional-
ity are modeled by the configurable eNodeB/L1 peripheral.
Thereby, transmitted or received data is generated or processed
at different data rates and channel conditions on transport
block level [14]. Moreover, the hardware platform contains
a general purpose interrupt controller attached to all system
interrupt lines, a timer which establishes a time base for the
scheduler in the real-time operating system and two user inter-
faces: a UART connected to an emulated console for textual
interaction and a display driven by an LCD controller for
graphical outputs. The components in focus of this work are
the hardware accelerators for the L2 protocol stack processing.
On the one hand we use a stand-alone de-/ciphering unit
(conv. HwA) supporting the encryption algorithms specified by
the 3GPP [15] for LTE systems. It represents a conventional
hardware acceleration approach with an internal data buffer
and an interrupt signaling the processing completion [16]. On
the other hand, an on-the-fly hardware acceleration concept
is realized with the smart DMA (sDMA) controller. The
de-/ciphering functionality is therefore integrated in the DMA
controller and the DMA engine is extended by control and
computational units for header decoding in downlink and
descriptor processing in uplink directions.

B. Software Stack

In order to meet real-time requirements in protocol stack im-
plementations, the underlying operating system should feature
fast interrupt handling and low task switching latencies. There-
fore, the software stack is based on the open source real-time
operating system FreeRTOS™ in the current version 6.0.1
[17]. Its kernel supports tasks and co-routines whereas queues,
semaphores and mutexes allow for inter task communication
and synchronization. In our setup, the kernel is configured for
preemptive mode enabling task interruption. This is mandatory

for the protocol stack execution where high priority tasks
are activated for instance by incoming transport blocks. The
LTE L2 protocol stack model implements the most complex
and computational intensive functionality of the data plane
[18]. Furthermore, the downlink and uplink subcomponents
are subdivided each in only three different tasks corresponding
to the sublayers Medium Access Control (MAC), Radio Link
Control (RLC) and Packet Data Convergence Protocol (PDCP)
specified by the 3GPP [19]. A lower number of tasks reduces
the total task switching overhead in the real-time kernel. Video
data is generated by a video application and is send via the
protocol stack to the emulated base station in uplink direction.
Instead, received transport blocks containing video data are
processed in downlink direction and forwarded to the video
application which utilizes the LCD controller to play the video
stream. In a realistic scenario, the protocol stack execution can
be negatively affected by other applications running in parallel,
for example by clearing the caches in the processor. We
emulate such an behavior by executing a dhrystone benchmark
permanently in parallel to all other tasks in the system.

III. SMART DMA (SDMA) CONTROLLER

A conventional DMA engine is combined in the sDMA
controller with processing units for the LTE L2 protocol stack.
This enables on-the-fly hardware acceleration applied directly
during transport block transfers between the physical layer
interface and the memory. In the following the extended sDMA
engine and parallelization strategies for on-the-fly hardware
acceleration are described in detail.

A. sDMA Engine

The key component of the sDMA controller is the extended
sDMA data move engine depicted in Fig. 2. In the normal
mode of operation with deactivated and bypassed hardware
accelerators for a DMA channel, buffered read and write
request are issued on the bus interfaces whereas the data
available in the read buffer is moved directly to the write
interface. This technique is used to perform processor inde-
pendent copy operations between memory regions specified by
source and destination addresses. Thus, a reduction of the CPU
load and faster copy operations by employing burst transfers
especially for big data sizes are achieved. Additionally, the
sDMA controller can be configured for hardware acceleration
accomplished during data transfers (on-the-fly) of LTE trans-
port blocks from or to the physical layer interface in DL and
UL directions, respectively.

On-the-fly accelerated processing in UL direction starts with
reading descriptors for RLC protocol data units (PDUs) and
PDCP PDUs, which are contained in a transport block, and
storing them in the internal descriptor buffer. The sDMA
controller is capable of reading the descriptors from a contin-
uous memory region and processing descriptors organized in
a linked list as well. In order to perform on-the-fly ciphering
of the packets located in the transport block, the descriptor
data is evaluated by the corresponding uplink processing unit
which generates control information for the initialization and
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Fig. 2. Extended data move engine in the sDMA controller with uplink and downlink hardware accelerators and control units

activation of the de-/ciphering core. Every PDCP PDU has
a unique sequence number and an associated hyper frame
number required for individual initialization of the encryption
algorithms. Furthermore, ciphering is not necessarily applied
on entire PDCP packets which requires additional information
in the form of an address offset referenced to the packet start
address in the memory. A match between the current address
offset calculated by the buffer control unit and obtained from
the UL descriptor processing unit triggers a signal which
activates the on-the-fly de-/ciphering unit. The encryption
algorithms are then applied on all the data moved from the
read to the write interface. In case of an empty read buffer
the de-/ciphering unit is suspended and reactivated when data
becomes available.

In contrast to the UL mode, the information required for
on-the-fly hardware acceleration in DL direction needs to be
extracted directly from the transport block data copied from
the physical layer interface to the memory for further software
processing by the protocol stack. Therefore, the header decod-
ing units for the different L2 sublayers are activated starting
with the MAC header decoder. The extracted information is
stored in the descriptor buffer and triggers in combination
with the information from the buffer control unit an enable
signal for the RLC header decoder which in turn activates
the following PDCP header decoder in the same way. An
incomplete header in the read buffer which is identified by
the amount of remaining data in the read buffer and the
control information from the corresponding header decoding
unit requires to halt the header processing and wait for the
reactivation triggered by the next read burst. After successful
completion of the PDCP header decoding, the de-/ciphering
unit is initialized and performs on-the-fly deciphering for every
not segmented PDCP PDU located in the transport block.
Finally, the decoded header information from the descriptor
buffer is copied after completion of the transport block transfer
to preconfigured memory regions for each sublayer and further
access by the protocol stack.

B. Parallelization

On architectural level, performance optimizations are car-
ried out basically by minimizing the critical path and thus in-
creasing the frequency. Furthermore, a higher data throughput
can be achieved by pipelining and/or hardware parallelization.
These optimization techniques only have direct impact on the
timing of separate processing units like those inside of the
sDMA controller. In fact, on system level this is modeled with
parameters that are configured before simulation. However,
system level simulations are mandatory for investigations
of more abstract performance optimization approaches for
peripherals whose processing times are influenced by the
interaction with other components in the hardware platform.
For instance, the timing for on-the-fly hardware acceleration
with the sDMA controller depends among others on the read
and write latencies from/to memory regions and on the current
bus utilization.

The performance of on-the-fly accelerated transport block
processing in both transmission directions can be increased by
implementing separate bus master read and write interfaces
and running them in parallel. Thereby, according to our
setup a speedup can be achieved only by using different
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Fig. 3. Theoretical view on the timing characteristics during on-the-fly
hardware acceleration with the sDMA controller: a) sequential mode with
one bus master interface b) parallel mode with two bus master interfaces
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busses connected to the physical layer interface and memories.
Otherwise the concurrent read and write requests on the same
bus would block each other which in turn represents the mode
with one bus master interface. A theoretical comparison of
the timing characteristics in the sequential mode with one bus
master interface and the parallel mode by utilizing two bus
master interfaces is illustrated in Fig. 3. We assume the same
timings for the read and write bursts and the processing in the
hardware accelerators. In the sequential mode, a write burst
request is issued on the bus after completion of the read burst
and the following processing in the hardware accelerators.
The processing time is reduced in the parallel mode because
of its capability to issue the write and the next read bursts
simultaneously.

The timing required by the sDMA controller for on-the-fly
hardware acceleration in DL direction can be further reduced
by parallelizing the descriptor write operations (c.f. Fig. 4).
Therefore, an additional bus master interface is necessary.
In order to show the timing characteristics in sequential and
parallel modes, an exemplary transport block, which comprises
two RLC PDUs with an arbitrary number of PDCP PDUs,
is used. It starts with a MAC header, followed by the RLC
PDUs. Every RLC PDU consists of an RLC header and the
payload which is represented by an arbitrary number of PDCP
PDUs consisting of a header and a payload as well. When
applying the sequential mode, the decoded header information
in the form of descriptor data is written to the specified
memory regions after the completion of the transport block
processing. In the parallel mode, descriptor write operations
are triggered directly after the corresponding header decoder
finishes its computations. Because all PDCP PDUs contained
in a RLC PDU are combined in one PDCP descriptor, the
decoded header parameters are written to the memory after
the processing completion of an entire RLC PDU.

IV. HARDWARE ACCELERATION CONCEPTS

Different hardware acceleration concepts for the LTE L2
protocol stack processing are evaluated in this work with
regard to their performance measured on system level. The
approaches are presented separately for the UL and the DL
transmission directions.

A. Uplink

Transport blocks which are transmitted in UL direction over
a wireless link are processed in the LTE L2 starting in the
PDCP sublayer. Thereby, the payload of every PDCP PDU
needs to be encrypted by applying the ciphering algorithms be-
fore the packets can be forwarded to the RLC subcomponent.
All logical channel data from the RLC sublayer is combined
in the MAC sublayer to a transport block which is then
copied to the physical layer interface. When the conventional
hardware accelerator is used, the payload of every PDCP PDU
is moved by a DMA copy operation between the memory
and the stand-alone de-/ciphering unit which encrypts the data
(c.f. Fig. 5). In the on-the-fly hardware acceleration mode
with the sDMA controller, the PDCP PDU payload is directly
encrypted during the transport block transfer from the memory
to the physical layer interface. Hence, the transport block data
needs only to be copied once in contrast to the conventional
approach. In order to perform on-the-fly hardware acceler-
ation, necessary protocol stack information in the form of
descriptors can be read and evaluated by the sDMA controller
in two different ways. On the one hand, additional effort in the
software stack is avoided by using the protocol stack descriptor
format. The sDMA then processes descriptors organized in a
linked list provided by the RLC and the PDCP sublayers. The
drawbacks in the sDMA controller are a more sophisticated
read mechanism for the linked lists and an overhead due to
unused descriptor data. The protocol stack maintains a lot
of different parameters in a packet descriptor which are not
all required by the sDMA controller for on-the-fly hardware
acceleration. In the second mode, an sDMA specific and
optimized descriptor with removed redundancy is generated
by the protocol stack in a continuous memory region. This
additional complexity in the software stack is compensated in
the sDMA controller with a simplified read mechanism and
faster descriptor read operations.

B. Downlink

The comparison between the conventional and the on-the-fly
hardware acceleration approaches in downlink direction is
given in Fig. 6. Received LTE data is copied in the form
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of transport blocks from the physical layer interface to the
memory for processing by higher protocol stack layers. Before
all PDCP PDUs located in the transport block can be ex-
tracted and deciphered in the PDCP sublayer, the MAC, RLC
and PDCP headers are sequentially decoded and evaluated.
Deciphering with the conventional hardware accelerator is
accomplished on PDCP level where encrypted data is copied
from the memory to the stand-alone de-/ciphering unit. After
the completion signaled by an interrupt, the decrypted data is
transferred back to the memory. In contrast, on-the-fly hard-
ware acceleration including deciphering takes place directly
during copying the transport block data from the physical
layer interface to the memory. Furthermore, necessary header
information extracted by the header decoding units in the
sDMA controller is written in the protocol stack descriptor
format to the specified memory regions for access by the
MAC, RLC and PDCP sublayers. Consequently, the processing
complexity and execution times in the protocol stack are
further reduced by omitting the header decoding functionality
in software.

V. RESULTS

All parameters controlling the system behavior of the mo-
bile phone platform are set in a global configuration file in
the virtual prototyping environment before simulation and
measurement. We use clock frequencies of 500 MHz and
200 Mhz on the ARM1176 processor and the bus system,
respectively. According to [20], this is a reasonable setting
for LTE mobile phones. Moreover, the core is configured
with data and instruction cache sizes of 32 kB. Investigations
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Fig. 6. Hardware acceleration concepts for the LTE L2 downlink: a) con-
ventional with a stand-alone hardware accelerator b) on-the-fly with sDMA
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have shown, that an increase of the cache sizes leads only
to marginal performance improvements [14]. The stand-alone
and the integrated de-/ciphering unit in the sDMA controller
use both an equal timing configuration of 4 ns per byte for
encryption and decryption. This is the maximum performance
value derived from hardware implementations presented in
[21]. Additionally, the header decoding units in the sDMA
controller work with a timing of one cycle per byte. This
assumption is justified by the fact that the extraction of header
information from dedicated bit fields does not require intensive
calculations. The processing times in the protocol stack are
measured for different transport block sizes generated by the
eNodeB/L1 peripheral (DL) and by the protocol stack (UL).
With the transmission time interval of 1 ms in LTE, the
variation between 100 kbit and 1 Mbit corresponds to data
rates of 100 Mbit/s and 1 Gbit/s, respectively. All processing
times presented in this work are derived by calculating the
average value from 1000 measurements.

The average processing times per transport block of the
LTE L2 UL for different hardware acceleration concepts are
depicted in Fig. 7. The conventional hardware acceleration
approach (conv. HwA) is compared to different UL on-the-fly
hardware acceleration modes in the sDMA controller by using
the protocol stack descriptor format (sDMA UL1) and an
optimized descriptor format (sDMA UL2). Additionally, the
sDMA controller operates first in a sequential and second in a
parallel mode with two bus master interfaces. As expected,
the processing times are strongly increasing with the data
rates. It becomes clear that all on-the-fly hardware accelera-
tion concepts are significantly outperforming the conventional
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Fig. 8. Relative speedup of the LTE L2 UL processing for different hardware
acceleration modes in the sDMA controller in comparison to a conventional
hardware acceleration concept

hardware accelerator for all transmission conditions. A more
detailed diagram showing the relative speedups achieved with
on-the-fly hardware acceleration in UL direction compared to
the conventional approach is given in Fig. 8. The speedup
is decreasing with higher data rates for all sDMA configura-
tions and ranges at most between 27 % and 35 % (sDMA
UL2, parallel). The reason is that the descriptor processing
complexity grows faster with increased data rates than the
processing of the transport block data resulting in a reduced
performance gain. Compared to the sDMA UL1 hardware
acceleration concept, the sDMA UL2 approach is up to 3 %
faster in the sequential as well as in the parallel mode.

Even higher speedups are achieved by on-the-fly hardware
acceleration in DL direction compared to the conventional
approach (c.f. Fig. 9 and Fig. 10). In addition to the sequential
mode, the sDMA accelerated processing times are measured
for the parallel mode with two bus master interfaces (parallel1)
and the full parallelization with an extra bus master interface
and concurrently running descriptor write operations (paral-
lel2). The header information is directly decoded in the sDMA
controller in contrast to the UL mode where first descriptors
generated by the protocol stack need to be read and evaluated.
Hence, a higher maximum performance gain of about 66 %
(sDMA DL, parallel2) is reached for DL on-the-fly hardware
acceleration whereas the speedup is increasing with growing
data rates.
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900 62,21061863 57,99960945 64,09973459 60,17776723 64,36123484 60,5745668 61,43499546

1000 60,83917592 56,70405936 62,08621998 59,18820827 62,37984678 59,1782715 62,37984678
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Fig. 9. Average processing times per transport block of the LTE L2 DL
protocol stack model for different hardware acceleration modes
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Timer sDma ProtocolStack Total sDma ProtocolStack Total sDma
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100 22780,26 379699,96 402813,3 22031,42 265192,17 287393,41 62806,02
200 42912,48 741044,98 784292,08 42171,59 515464,13 557805,66 123579,46
300 63744 34 1147311 62 1211389 06 63036 84 793195 95 856402 64 180758 86

500 1000

300 63744,34 1147311,62 1211389,06 63036,84 793195,95 856402,64 180758,86
400 83443,26 1559837,52 1643613,88 82756,58 1074111,15 1157037,46 241749
500 103829,22 1990786,48 2094948,8 103129,36 1360724,13 1464024,82 300017,32
600 124513,94 2478686,18 2603533,22 123925,87 1679805,39 1803901,11 359662,52
700 144746,9 2960751,76 3105832,14 144166,15 1998373,65 2142709,75 420025,2
800 164690,68 3482062,8 3647086,58 164206,31 2339657,54 2504033,82 479356,06
900 185472,08 4011243,68 4197048,86 184888,62 2678530,27 2863589,61 539624

1000 205340,48 4544636,08 4750309,66 204870,92 3023257,14 3228299,45 601151,1556
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ArmClockFreq in Mhz 500 1000 500 1000 500 1000 500
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100 44,15306049 41,42085582 45,47533063 43,67113707 46,12700723 44,5504231 46,12700723
200 48 43072494 45 53273447 50 04134939 48 05773753 50 50882574 48 8457019 50 50882574
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400 52,42958644 49,13620601 53,8922195 51,60652966 54,64874147 52,4196166 54,64874147
500 58,37901719 54,50649122 59,88702063 56,81916308 60,17858408 57,3409882 57,04783822
600 62,05830859 57,56598542 63,41855473 59,89825296 63,70137424 60,3143711 59,17392991
700 64,49313452 59,86376736 65,82947783 62,14176512 66,11018521 62,5672371 65,77663411
800 61,32543473 57,18947957 62,62361449 59,42368702 62,92090494 59,8713906 76,37302485
900 62,21061863 57,99960945 64,09973459 60,17776723 64,36123484 60,5745668 61,43499546

1000 60,83917592 56,70405936 62,08621998 59,18820827 62,37984678 59,1782715 62,37984678
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Fig. 10. Relative speedup of the LTE L2 DL processing for different hardware
acceleration modes in the sDMA controller in comparison to a conventional
hardware acceleration concept

In order to analyze the effectiveness of the parallelization
techniques in comparison to the sequential modes in the
sDMA controller, the relative performance improvement of
the processing times during on-the-fly hardware acceleration
is depicted in Fig. 11. By implementing an additional bus
master interface in the sDMA controller for parallel read and
write, the processing time can be reduced by up to 9 %
and up to 10 % for the UL and DL modes, respectively. At
higher data rates, with more effort for the descriptor read and
processing where parallelization has no effect in UL direction,
the speedup is degraded to approximately 3 %. In contrast, the

200 6,768028424 9,121267717 9,569065927 12,68963305
300 4,315819126 5,657053928 9,561578337 12,47934403
400 4,119752637 5,536877902 9,967098106 12,40943292
500 4,142042762 5,221102993 9,92518032 11,96109776
600 3,656522322 4,077877154 10,04513898 12,0924193
700 2,987765536 3,830463782 10,07960951 12,15527068
800 3,266235467 3,180828391 10,08321455 12,34509062
900 2,410383489 3,017733961 10,12433843 12,15821629
1000 2,321005803 2,858078245 10,09761198 12,18169496
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Fig. 11. Relative speedup of the sDMA processing times achieved by
parallelization concepts for on-the-fly hardware acceleration in uplink and
downlink directions



DL speedup is almost constant and can be further improved
(13 %) by applying the parallel descriptor write mode.

VI. CONCLUSION

In this paper we present different on-the-fly hardware ac-
celeration concepts for uplink (UL) and downlink (DL) LTE
protocol stack processing based on a smart DMA (sDMA)
controller for mobile terminals. Moreover, by applying par-
allelization techniques, we show how the efficiency of the
sDMA controller is improved. We investigate the performance
on system level by comparing the processing times to those
achieved with a conventional hardware accelerator. Therefore,
a cycle approximate virtual prototype of a mobile phone
consisting of an emulated hardware platform and the software
stack is simulated with LTE-Advanced data rates of up to
1 Gbit/s in both transmission directions. Best performance
is offered in UL direction with the sDMA controller in the
optimized descriptor mode. More computational effort in the
protocol stack is compensated with less complexity and thus
faster processing in the hardware accelerator. Consequently,
this is the preferred mode for on-the-fly hardware acceleration
in UL direction. Furthermore, by incrementing the number
of bus interfaces and parallelizing the sDMA transfers we
reduce the sDMA processing times by up to 13 %. Con-
sidering a full utilization of the sDMA controller also by
other applications in the mobile terminal issuing conventional
DMA transfers, the whole system performance is equally
improved. On-the-fly hardware acceleration has a clear benefit
compared to the conventional hardware acceleration approach
with maximum speedups of up to 35 % and 66 % in UL
and DL directions, respectively. Simultaneously, the adoption
of the sDMA controller significantly reduces the number of
data transfers leading to a reduced utilization of the bus ar-
chitecture. Since the overall power consumption in embedded
systems considerably depends on the bus communication [22],
we assume that a noticeable decrease can be reached with
our on-the-fly hardware acceleration approach. We show that
the sDMA controller with its high performance and relative
low complexity represents an efficient hardware accelerator
for LTE terminals.
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